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Abstract. Cloud computing has made the potential dream of the IT industry come true by providing software as a utility as a better service and  transformed the way the hardware has been designed. Cloud Computing refers to both the applications delivered as services over the Internet and the hardware and systems software in the datacenters that provide those services. It reaps all the benefits of virtualization, grid computing and distributed computing which offers software, infrastructure and platform as a service on the basis of “pay as you use model”. This paper addresses various issues related to the service oriented enterprises in terms of on demand computing (cloud computing).  A survey on quality of service provided by various cloud service providers is also presented here with a discussion of various issues in integrating the service oriented enterprises and cloud services.  

1. Introduction

Although cloud computing  takes some of the old concepts of  service-oriented architecture, distributed and grid computing  much has been discussed about cloud computing recently. Cloud, which is the next revolutionary step in distributed computing, will change the world in such a way that people can get any service on the cloud where cloud is the limit. The present generation of enterprise customers require geographically and heterogeneously distributed resources such as computing, software, infrastructure or application platform etc. These resources are distributed in multiple locations. Cloud computing enables the creation of virtual organisations by allowing the users easy and transparent access to these resources in a pay-per-use and self-service way. Cloud keeps up the earlier promise of the Internet that you could dynamically move out of another environment. With the abundance of cloud providers in the market who have their own API or set of services, different pricing models, the customers are perplexed as to what to choose [1]. Another challenge is that cloud is a monolithic system where “one provider does everything” and the customer is mostly locked in with a single service. This paper gives a comparative study of various cloud service providers available in the market and the products they offer and their features.

2. Background

Cloud offers basically three types of services: (a) application as a Service, (b) platform as a service and (c) software as a service. There are many service providers like 3Tera, Net suite, Amazon Web services, IBM, Microsoft etc in the market offering cloud services. There is no specific standard where each cloud service provider defines his product in his own way. There are lots of geographical, political as well as security, reliability, payment and performance-based issues in cloud services. The other major issue the user faces is that he is locked with a vendor for a long time. We address these issues by briefly discussing the cloud structure, the major problems and the various cloud service providers in the market today.

3. Framework of Cloud computing

Many articles and blogs regarding the framework of the cloud   address it from the point of the view of the vendors. Here we intend to explain the framework to provide consumers, researchers and academicians a better knowledge of cloud computing, and explain its advantages and the issues in the cloud usage. The taxonomy is briefly explained below:

3.a. Cloud Service Models

Cloud offers basically three types of services: (a) IAAS (infrastructure as a service), (b) PAAS (platform as a service) and (c) SAAS(software as a service).To explain these three S’s, lets understand the old web application development model.

i. Infrastructure as a Service 

The capability provided to the consumer is to provision processing, storage, networks, and other fundamental computing resources where the consumer is able to deploy and run arbitrary software, which can include operating systems and applications [2]. For example if we want  to use a  software  and we need  storage areas, then we have to purchase servers from hardware vendors; if we want to extend the web application for external use, then we want routers, switches, load balancers and we have to buy bandwidth and hosting services. So this infrastructural facility is provided by IAAS vendors. Managed hosting and development environments are the basic services provided by the IAAS vendors. Virtualisation has enabled IaaS providers to offer almost unlimited instances of servers to customers and make cost-effective use of the hosting hardware. It is sometimes referred as Hardware as a service (HAAS). Some of the IAAS vendors are Amazon.com, Google etc.

ii. Platform as a Service

The capability provided to the consumer is to deploy onto the cloud infrastructure consumer-created or acquired applications created using programming languages and tools supported by the provider [3]. For example once we have a server we must purchase operating system and we have to build an application server stack and as a next step we need database software .This service is provided by PAAS vendors. PaaS provides a platform for developers. The end users write their own code and the PaaS provider uploads that code and presents it on the web. SalesForce.com’s Force.com is an example of PaaS. PaaS provides services to develop, test, deploy, host and maintain applications in the same integrated development environment. It also provides some level of support for the creation of applications. Thus PaaS offers a faster and more cost effective model for application development and delivery. The PaaS provider manages upgrades, patches and other routine system maintenance. Since PaaS is based on a metering or subscription model, users only pay for what they use. Users take what they need without worrying about the complexity behind the scenes. There are four types of PAAS applications such as (1) social application platforms, (2) raw compute platforms, (3) web application platforms and (4) business application platform. Face book is a type of social application platform wherein third parties can write new applications that are made available to end users. The CRM solutions provided by the companies are examples of business application platform. Developers can upload and execute their applications on Amazon’s infrastructure which is an example of raw compute platform. Google provides APIs to developers to build web applications, which are an example of web application platform.

iii. Software as a Service

It is the service based on the concept of renting software from a service provider rather than buying it yourself. It is known as software on demand. The capability provided to the consumer is to use the provider’s applications running on a cloud infrastructure. The applications are accessible from various client devices through a thin client interface such as a web browser [2].Once the hardware is brought and the operating system is installed, we can install the actual web application and as SaaS applications exist in a broader IT infrastructure, they need to be able to interact with other data and applications. This service is provided by SAAS vendors. The SAAS platform provides flexibility in an application’s location -- it can run in a data centre or on the desktop, where so much of the world’s computer power lives. This approach enables services to be implemented and consumed where appropriate. This platform’s flexibility provides several benefits for IT organisations. Users can benefit from superior application functionality where and when they need -- people are at the centre of this vision. The platform enables scenarios where some applications are delivered as a service, while others run on client and server devices .Yahoo mail, Google docs are examples of SAAS vendors. There are basically three types of cloud: (1) private and (2) public and (3) hybrid cloud.



1. Public cloud or external cloud 

It describes cloud computing in the traditional main stream sense, whereby resources are dynamically provisioned on a fine-grained, self-service basis over the Internet, via web applications/web services, from an off-site third-party provider who bills on a fine-grained utility computing basis with the benefits of  easy and inexpensive set-up because hardware, application and bandwidth costs are covered by the provider, scalability and no wastage of resources because of the pay-as-you-use model. Compute Cloud (EC2), IBM’s Blue Cloud, Sun Cloud, Google AppEngine and Windows Azure Services .Though there is a belief that private clouds dominate over public clouds among the enterprises in the short run, but in the long run much of the workload will move to the public clouds. The cost elasticity will be a major driving factor for this move. But the public clouds are still not mature because of the various unaddressed security issues.

2. Private Cloud

Private cloud (also called internal cloud or corporate cloud) is a marketing term for a proprietary computing architecture that provides hosted services to a limited number of people behind a firewall [2]. It may be managed by the organisation or a third party, and may exist on premise or off premise, but only members of the client organisation can provision, configure and use the resources of that private cloud. For example, a university could build a cloud that attending students alone would be allowed to use, or a financial services company could build a cloud that only their employees could access. How to build a private cloud depends on what an enterprise to going to start with and the legacy of the environment. We have to virtualise the servers if we are going to start from the dust. As a next step we have to virtualise the storage and network. These are the basic requirements that an enterprise has to strictly follow if it needs to establish a private cloud. The private cloud should offer necessary hardware and software provisions to the customers on their request .The enterprise should develop a method to control and manage the cloud environment and a paradigm has to be developed to move the data between private and public clouds. The enterprise has to decide as to what is going to run in a private cloud and what in a public cloud, and which applications are scalable in a private and which are not.

 3. Hybrid Cloud

There are signs that private and public cloud models are giving way to the enterprise hybrid cloud. A hybrid cloud is a cloud computing environment in which an organisation provides and manages some resources in-house and has others provided externally. For example, an organisation might use a public cloud service, such as Amazon's Elastic Compute Cloud (EC2), for general computing but store customer data within its own data centre [10]. Using a hybrid model the enterprise can mix and match the resources between local infrastructures, which is typically a sunk cost but difficult to scale, with infrastructure that is scalable and provisioned on demand. Hybrid cloud will dominate the market in the future than public cloud because most of the enterprises have made huge investments in the infrastructure required to provide resources in-house and they prefer to keep the data in their control and the other services can be given to the external providers [20]. For example in the case of business intelligence, hybrid approach can be followed where keeping the data can be local and the analytical processing in the cloud can be given to the public cloud. Some enterprises have stepped into hybrid cloud.  Google recently began offering “applets,” downloadable appliances that let users deploy the company’s cloud-based offerings internally.


3. b. Virutalisation 

Cloud computing is a pool of virtualised resources that has gained the attention and imagination of organisations of all sizes because its service-delivery model converts the power of virtualisation into measurable business value by adding the provisioning and billing capabilities. Virtualisation is an IT paradigm that separates computing functions and technology implementations from physical hardware. Cloud computing, for example, is the virtualisation of computer programs through an Internet connection rather than installing applications on every office computer [7].Cloud computing that is a pool of reserved resources allows the resources to be pooled through the provisioning of virtual or physical machines. Best of all, these processes are aimed to be available with very little to no downtime. Virtualisation is efficient because expensive physical devices that were dedicated to specific applications can be shared across a number of functions without modifying the programs. This drives physical asset utilization higher, resulting in more work completed per capital or operating dollar spent, leading to lower operating costs [15]. As enterprises are investing more in virtualised environments, they sometimes find that one of the major hyper visor products fits the requirements of a workload better than the others. As they review their applications, they may find that other workloads might do better in one of the other environments. Moving virtual servers from one environment to another is quite difficult and yet, organisations face this requirement from time to time [17]. But this problem can be pulled off because of a few products like Racemi’s Dynacenter available in the market. Though virtualisation is the most disruptive technology in the marketplace which has enabled massive progress in data centre consolidation, storage area networks (SANs), ultra-high speed LANs and cloud computing, virtualisation has resulted in lots of issues that must be tackled. The virtualisation’s problem number one is back-up and disaster recovery. While most back-up vendors now come up with good solutions through their products, we may find that it is either a paid add-on or requires an upgrade to their standard package. 

3. c. Fear of the cloud

Transparency, Use Limitation, Disclosure, Security Management System, Customer Security Features, Data Location, Breach Notification, Audit, Data Portability and Accountability are the common insomnia-inducing anxieties for anyone working at enterprise scale. Security concern is a major issue that prevents enterprises from taking advantage of cloud. In this section we discuss taxonomy of various security concerns that a cloud environment faces. A recent survey commissioned by Microsoft has found that 75 percent of senior business leaders consider safety, security and privacy as the top potential risks of cloud computing. More than 90 percent of the general population and business leaders would have concerns about the security and privacy of their own data in a cloud computing environment, according to the survey by Penn Schoen & Berland [12]

i. Data Security


Sensitive data processed outside the enterprise involves a greater level of risk because outsourced services bypass the “physical, logical and personnel controls” when compared with the control measures imposed on the in-house programs. Customers are responsible ultimately to the security of the data even though the data are held by the cloud service provider [16]. Get as much information as you can about the people who manage your data. “Ask providers to supply specific information on the hiring and oversight of privileged administrators, and the controls over their access,” is what Gartner says .Although customers stress upon  external auditing, most of the companies  are not   doing  regular auditing within the organisation to gauge the risk of potential security threats to the business [19]. There is no logging and audit trail information throughout the cloud stack available to cloud customers. It’s necessary to monitor access control logs, virtualisation management logs, hyper visor logs and virtual networking logs to be compliant. Further, if there are logs on the hypervisor system they are likely not segmented by customer, meaning no actionable information can be provided to an auditor. Most of the cloud service providers take enough measure to secure the data by applying data encryption mechanisms, user authentication and authorization practices; but the users are always worried about the vulnerability of external data to hawkers and disgruntled employees .The cloud service providers should ensure that encryption policies are designed and tested by experts.

ii. Data Sanitisation

Sanitisation is one key element in assuring confidentiality. Sanitisation is the process of removing the data from media before reusing the media in an environment that does not provide an acceptable level of protection for the data that have been on the media before sanitising. The major issue a client faces in case of data sanitisation is whether the cloud service provider would implement some sound practices for redundant and retiring data storage devices as and when these devices are retired or taken out of service. Media flows in and out of organisational control through recycle bins in paper form, out to vendors for equipment repairs, and hot swapped into other systems in response to emergencies. This potential vulnerability can be mitigated through proper understanding of where information is located, what that information is and how to protect it. IS resources shall be sanitised before they are released from classified information controls or released for use at a lower classification level. There are different types of sanitisation for each type of media and more discussed methods: disposal, clearing, purging and destroying. Some media can be simply disposed if information disclosure would have no impact on organisational mission, would not result in damage to organisational assets, or in financial loss or harm to any individuals. Clearing information is a level of media sanitisation that would protect the confidentiality of information against a robust keyboard attack. Purging information is a media sanitisation process that protects the confidentiality of information against a laboratory attack. Destruction of media is the ultimate form of sanitisation. After media are destroyed, they cannot be reused as originally intended. Physical destruction can be accomplished using a variety of methods, including disintegration, incineration, pulverising, shredding and melting. Several factors should be considered along with the security categorisation of the system confidentiality when making sanitisation decisions. The cost versus benefit of a media sanitisation process should be understood prior to a final decision.

iii. Reliability and viability issues

Reliability is the level of accuracy an application provides for its intended services, usually dictated by user documentation or application specifications. Reliability is about providing correct results and handling error detection and recovery in order to avoid failures. More formally, the mean time between failures (MTBF), that is, the average length of time the application runs until a failure occurs, defines reliability. Reliable applications are increasingly critical to customers. Because failure of an application can result in lost data (as well as the possibility of lost business, data for analytics, etc.) and considerable recovery costs, companies are requesting 24×7 reliability in terms of a service level agreement (SLA), commonly known as four 9’s or 99.99% availability. Reliability of an application as a whole depends on the reliability of the individual components.  Therefore, due to the fact that some components in a system may be related, a failure in one component can affect the reliability of others [14].


Some cloud users always have a concern for the financial stability of the cloud service providers and how long they stay in the market. Though the cloud service providers will remain as they are for a long time, there are chances that they may shut down or they may be acquired by other large service providers. In that case what will happen to the customer’s data is always a worry for a cloud user. The data becomes inaccessible or lost. The cloud provider in such a case can divert his service provider but at an extra cost. In such a case how far the data are confidential and secured with the new service provider is one of the great viability issues. Coghead is one example of a cloud platform whose shutdown left the customers in a critical state where they had to rewrite their application to run on a different platform [11].

iv. Geographical and Jurisdictional Issues

The cloud data that are secured in one country are not secured in another country and the user is not sure about where his data are and most of the times it is not disclosed to the user. So the user has to enquire the provider as to the details of data protection laws in the relevant jurisdictions.  Currently in the process of trying to harmonise the data laws of its member states, the EU favours very strict protection of privacy, while in America laws such as the US Patriot Act invest government and other agencies with virtually limitless powers to access information including that belonging to companies [4]. Many policy questions will continue to be issues even after the data centre is constructed. The largest challenges to existing providers will likely be tied to issues of security and privacy of the users. Since most data centres are located in the United States, many of these concerns are focused on the USA PATRIOT Act, the Homeland Security Act and other intelligence-gathering instruments like National Security Letters that can be employed by the federal government to compel the release of information. Jurisdiction shopping and the provision of incentives to locate in certain jurisdictions raise several major concerns for users of cloud computing. For example, if certain jurisdictions are too eager for the economic benefits of data centres, they may give away too many legal protections of users and content, granting a great deal of control to the providers. Many organisations are looking to regulation–less safe havens to build their data centres which are always a threat to the consumers. Cloud computing only works if the cloud is massive and contiguous .If geographic and political borders fracture the cloud into smaller groupings, the real advantage of the cloud dissipates into the ether.   

v. Regularity compliance

The security of the data ultimately becomes the responsibility of the cloud user. Most of the times the locations of the data are not disclosed to the user even if the user requires it.  Traditional service providers are subjected to external audits and security certifications. Cloud computing providers who refuse to undergo this scrutiny are signalling that customers can only use them for the most trivial functions, according to Gartner [5]. Cloud Computing is not currently subject to specific regulation. However, customers and suppliers of Cloud Computing may be potentially subject to a range of laws: for example, data protection legislation and any relevant industry sector regulations (e.g. financial services and healthcare)  .Despite the lack of specific regulation, in certain jurisdictions the provision of Cloud Computing services will require the supplier to obtain a license. For example, in China the provision of Saas, PaaS or IaaS services will require the supplier to obtain a Type 1 Value Added Telecom Business License. Customers operating in regulated industries such as financial services or healthcare may be subject to even more stringent data protection obligations given the financial value or sensitivity of data such as bank details and medical records. One significant reason for the lack of focus on policy issues about cloud computing is the lack of a political infrastructure that reacts deftly to rapid technological change.

Vi. Phishing Issues

Phishing is other major issue the cloud service provider faces. In November 2007, a successful phishing attack compromised contact information on a number of salesforce.com customers, which was then used to send highly targeted phishing emails to salesforce.com users. The phishing breach was cited as an example of why the CRM industry needs greater security for users against such threats as spam. The service has suffered some downtime; during an outage in January 2009 services were unavailable for at least 40 minutes, affecting thousands of businesses. Salesforce.com worked with law enforcement to resolve the problem, but in the meantime it recommended that customers implement a number of security measures in order to cut down on the phisher’s chance of succeeding [6].
Vii. Transparency issues

One of the problems regarding the data when they are with a cloud service provider is transparency, and this is not only with cloud computing but anything. It should not be enough for service providers to merely claim that their services are private and secure [18]. Cloud computing vendors could create a self-regulatory code, or they could face regulation from the Government. Recently EPIC has sued Google because they are not transparent on their security policy. Cloud providers should maintain a comprehensive security program and should disclose whether their security efforts meet with security standards. 
4. Cloud and Business Growth and the Future

Though cloud computing is a new word and phenomenon for some of the businesses and consumers, business giants are already looking forward to the next big step of cloud computing. A survey of more than 2,000 companies finds that cloud computing and business analytics solutions that drive growth and innovation are top IT priorities for the midmarket [8].
Companies are now concerned about the growth of business by investing on infrastructure and customer relationship management and no more on cost cutting and cost containment. The survey “Inside the Midmarket: A 2011 Perspective” found that 70 percent of companies are actively pursuing analytics solutions hoping to gain improved customer insight, increased efficiency and better decision-making capabilities. Cloud computing is also growing in the midmarket, with two-thirds of respondents saying they are planning to implement or are currently implementing cloud-based solutions.
5. Future of Cloud

By all ways, cloud computing adoption is growing at a tremendous speed. In Gartner’s 2009 CIO survey, cloud computing is ranked #16 as a business priority. According to Gartner’s latest survey, in one year cloud computing jumped 14 spots up the priority list to #2, behind virtualisation. “Gartner predicts that within two years 80% of Fortune 1000 enterprises will use the cloud at some level.” For many companies, cloud use will be at significant levels -- Gartner has estimated that 30-35% of the IT workload would move to the cloud over the next five years, but the actual rate is outpacing that estimate. Developers and system integrators will reduce as they have not been able to bring any innovations till recently. Low costs and good return on investment will make cloud computing the choice of entrepreneurs. The cloud as a result will grow drastically. This will shift the concept of on-site IT to the cloud environment. Companies will redefine the “C” in “CRM” to mean “Community” rather than “Customer” -- they will build systems that engage their partners and customers in cooperative processes of product and service improvement, rather than building only inward-looking systems for in-house analysis of the world outside the company’s wall [9]. The speed of cloud computing in addressing dramatic increases in demand can be seen in the success of Animoto. This Facebook application allows customers to upload images and music and automatically creates web-based video slideshows from the material. When the application became available on Facebook in March 2008, people liked it and rapidly shared it. By mid-April, the social networking application was spreading like wildfire, and 250,000 people signed up in three days. At one point, as many as 20,000 people tried Animoto every hour. Animoto used the Amazon Web Services infrastructure to manage the scale-up, deploying over 3,000 servers in the three-day bubble to handle the load. And, just as importantly, they were able to release the servers once the spike was past, saving cost for the fledgling company.
The recent IDG Research survey 2011 on the adoption of cloud computing in the enterprise shows there is plenty of consensus around the cloud as shown in Fig.1. [13]
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As the IDG Research study shows, cloud adoption is not only growing tremendously but also growing in strategic importance. All indications are that cloud computing will forge ahead in the next three to five years, and that many organisations will try some form of cloud implementation, whether they build their own private cloud or move some of their computing requirements out to a public cloud, and with the enterprise hybrid cloud providing great performance and enterprise-level security and quality of service applications, the enterprises will move towards hybrid cloud.

6. Comparison of Cloud System

As cloud’s adoption rate is surging fast, there will be generic as well as specific cloud service providers in large numbers in the hot cloud space. That means that enterprise applications and services will be designed, developed, deployed and delivered from a variety of cloud infrastructures across the globe. Legacy applications will be cloud-enabled and existing business applications will find their new, standard-based, open and cost-effective residence in cloud servers. That is, modernisation and migration will become so casual and common in the near future. Ultimately there will be hundreds of clouds providing thousands of services over the web. As each provider comes out with some attractive services with unique features, consumers want the best services in cheaper costs. Also sophisticated and smart services will be created out of integration across clouds (several services will be linked to create novel services) and thus complex and context-aware services will be created at runtime and will be supplied to users with nominal fee.  Even though comparative study has been done by company researchers and academicians on the various cloud service providers available in the market, much has not been done about the study from the point of view of the consumer.
The key considerations dealt in this survey paper are from the perspective of providers and vendors of Cloud Computing Services and specifically for the user. The consumer always finds it difficult to choose a cloud provider which always remains a complicated, calculated and strategic one, which involves the analysis of who-provides-what. So if there is a method which helps the consumer to analyze the various questions that surface in his mind while selecting the cloud it will help the customer in picking the right one. So we try here to do a comparative study of various providers based on IAAS and PAAS as given in Table 1 and 2.
Table 1
Comparison Table of Cloud Service Providers
	Service Provider’s List
	Platforms
	
	
	
	
	Programming Languages
	
	
	
	
	
	
	Integrated Database
	
	
	

	
	Linux
	Windows
	Mac OS X
	CentOS
	Other
	Java
	PHP
	Perl
	C#
	Python
	Ruby
	.Net
	MySql
	MSSQL
	Oracle
	SqlAzure

	Amazon AWS
	Yes
	Yes
	No
	No
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	No
	No
	No

	Windows Azure
	No
	Yes
	No
	No
	No
	No
	Yes
	No
	Yes
	No
	No
	Yes
	No
	No
	No
	Yes

	RackSpace
	Yes
	Yes
	Yes
	No
	No
	Yes
	Yes
	No
	No
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	No

	GoGrid
	Yes
	Yes
	No
	Yes
	No
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	No
	No
	Yes
	No
	No


Table 2
Comparison Table of Cloud Service Providers
	Service Provider’s List
	Service Level Agreement
	Free Support
	Service Credit for Outage
	Incidence Notification
	Prepaid Payment
	Special
Payment Service
	Choice of Data Hosting Location
	Data Availability After Termination
	New User Trail    Credentials

	Amazon AWS
	Yes
	No
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes
	Yes

	Windows Azure
	Yes
	No
	Yes
	Yes
	Yes
	No
	Yes
	Yes
	Yes

	RackSpace
	Yes
	No
	No
	Yes
	Yes
	No
	No
	No
	No

	GoGrid
	Yes
	Yes
	Yes
	No
	Yes
	No
	No
	No
	Yes


The comparison table has been compiled based on the latest information available on the websites of cloud providers. The contents are subject to change with time, as and when the cloud providers come up with new innovations and features.

Conclusion

Cloud computing is the latest computing paradigm that is increasingly popular. Companies such as Microsoft, Google and IBM are trying to promote cloud computing. Difficult application migrations, lack of virtualisation skills, uncertain cost benefits, and risky regulatory environments will lead many IT department managers to dip their toes into the cloud computing pool, but will also keep them from taking the full plunge. Cloud computing models will continue to evolve. Author Nicholas Carr, in his book “The Big Switch,” says: “A hundred years ago, companies stopped generating their own power with steam engines and dynamos and plugged into the newly built electric grid. The cheap power pumped out by electric utilities didn’t just change how businesses operate. It set off a chain reaction of economic and social transformations that brought the modern world into existence. Today, a similar revolution is under way. Hooked up to the Internet’s global computing grid, massive information-processing plants have begun pumping data and software code into our homes and businesses. This time, it is computing that is turning into a utility.
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